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[Charity Name] 
Critical asset register





A critical asset is a system, device or document used to process, send and store information in your charity’s regular activities. People in your charity should know where these critical assets are, how they are used and what your charity does to protect them.
The following may be critical assets:
· Personal, financial or sensitive documents or information about donors, employees and volunteers
· Devices used in regular activities (for example, desktops, laptops and tablets)
· Servers or back-up storage devices (for example, USBs and hard drives)
· Physical equipment (for example, cameras, CCTV cameras and other specialised equipment your charity uses).
Once you have identified your charity’s critical assets, use the template below to record their details.
	Number
	Asset name
	Serial number
	Asset type
	Known risks
	Asset owner
	Current security control

	1
	Desktop computer
	xxx-xxx-xxx
	Physical device
	Access to the internet, and could be vulnerable to virus attacks and unauthorised access
	IT team
	Using an up-to-date antivirus and regularly checking that no unauthorised access or breaches have occurred

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	

	7
	
	
	
	
	
	

	8
	
	
	
	
	
	

	9
	
	
	
	
	
	

	10
	
	
	
	
	
	

	11
	
	
	
	
	
	

	12
	
	
	
	
	
	



Once you have created a list of all your charity’s critical assets, you can think about how safe and secure the information is. For each asset, consider these questions:
· Is the information protected?
· Can the information be changed or deleted easily?
· Who has access to the information?
· What risks does your charity face? (For example, theft of personal information, lost records of financial information)
· What weaknesses does your charity have? (For example, anti-virus software not up to date, no cybersecurity)
· What is the likelihood of an incident occurring in your charity? And what would be the effect of this?
· What security does your charity have to prevent an incident? (For example, regular updates to anti-virus software)
· Is the security sufficient?
Once you have answered these questions for each of your charity’s critical assets, you will be able to update the register to include the current risks and controls available.
For more templates and guidance on cybersecurity, see the Australian Cyber Security Centre’s eight essential ways to protect your organisation.
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