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[Charity name]
Risk assessment – financial abuse





How to use the template to support an assessment of the risks of financial abuse
Step One: Determining the likelihood and consequence of the risk
Likelihood rating
Rate the likelihood of each risk for your charity. Rate the likelihood as if there were protections in place.
	Likelihood description:
	Likelihood rating criteria:
	Likelihood rating:

	Expected
	An incident is expected to occur during the financial year
	5

	Likely
	An incident will probably occur during the financial year
	4

	Moderate
	An incident may occur during the financial year
	3

	Unlikely
	An incident is not expected to occur during the financial year
	2

	Rare
	An incident only occurs in exceptional circumstances
	1



Consequence rating
For each of the risks, select a consequence rating that reflects the potential effects of an incident occurring. Consider these consequences as if there were no protections in place.
The table provides an example of the kinds of effects that you could use to rate the consequences. These can be adjusted according to the nature, size and operations of your charity.
	Consequence description:
	Consequence rating criteria:
	Consequence rating:

	
	Finance and assets
	Reputation
	Disruption to delivery
	Legal and compliance
	

	Extreme
	Financial loss greater than 20% of budget
	More than 10% loss of donor funding, numerous complaints. Major scandal. National and international media coverage.
	Disruption resulting in cancellation.
	Major or numerous litigations, compliance breaches of substance, regulatory or criminal investigation.
	5

	Major
	Financial loss between 10% and 19% of budget
	More than 5% loss of donor funding, numerous complaints, national media coverage.
	Disruption resulting in rescheduling.
	Significant or numerous litigations, or compliance breaches of substance, external investigation.
	4

	Moderate
	Financial loss between 6% and 10% of budget
	More than 3% loss of donor funding, several complaints. Local media coverage. 
	Disruption resulting in significant delay.
	Some litigation or compliance breaches, external investigation.
	3

	Minor
	Financial loss between 1% and 5% of budget
	More than 1% loss of donor funding, few complaints. Some social media coverage.
	Disruption resulting in a few days’ delay.
	Some litigation or compliance breaches, internal investigation.
	2

	Minimal
	Financial loss less than 1% of budget
	Less than 1% loss of donor funding, no complaints. No media coverage.
	Disruption resulting in one day’s delay.
	Few litigation or compliance breaches, internal review.
	1



Step Two: Identifying the controls
What policies, procedures and systems does your charity have in place that will prevent the risk from turning into an incident, or detect it if it does? Include these in the ‘Step Two’ column of the template.
Step Three: Identifying the control gaps
Are there ways in which the risk could still turn into an incident, or fail to be detected, even with these controls in place? Are there gaps in your charity’s controls or reasons why they might not work effectively? Include these in the ‘Step Three’ column of the template.
Step Four: Filling the gaps
Determine what actions your charity will take to fill the gaps identified in Step Three, and who will be responsible for this work. Include these in the ‘Step Four’ column of the template.
	
Risk
	STEP ONE:
	STEP TWO:
	STEP THREE:
	STEP FOUR:

	
	Likelihood (L)
	Consequence (C)
	Inherent risk rating L + C 
= (IRR)
	Existing controls
	Control gaps
	[bookmark: _GoBack]Actions and 
action owner

	Corruption
	Conflicts of Interest
	
	
	
	
	
	

	
	Bribery
	
	
	
	
	
	

	
	Economic extortion
	
	
	
	
	
	

	Asset misappropriation
	Theft of cash
	
	
	
	
	
	

	
	Theft of inventory and other assets
	
	
	
	
	
	

	
	Remuneration fraud
For example, ghost employees, fraudulent timesheets
	
	
	
	
	
	

	
	Procurement fraud
Including from vendors, suppliers, contractors and consultants
	
	
	
	
	
	

	
	Expenses fraud
	
	
	
	
	
	

	
	Tampering with cheques
	
	
	
	
	
	

	
	Other external fraud or theft
Including perpetrated by partners
	
	
	
	
	
	






	
Risk
	STEP ONE:
	STEP TWO:
	STEP THREE:
	STEP FOUR:

	
	Likelihood (L)
	Consequence (C)
	Inherent risk rating L + C 
= (IRR)
	Existing controls
	Control gaps
	Actions and 
action owner

	Financial statement fraud
	Incorrect amounts recorded in financial statements
	
	
	
	
	
	

	
	Fraudulent employee credentials
	
	
	
	
	
	

	
	Other fraudulent non-financial statements
For example, fraudulent forecasts or performance evaluations
	
	
	
	
	
	

	Other
	Terrorist financing, diversion or sanctions breaches
	
	
	
	
	
	

	
	Involvement in money-laundering
	
	
	
	
	
	

	
	Deceptive fundraising
	
	
	
	
	
	



Risk assessment completed by: [name]
Completed on: [date]
Signed:
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